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Virtual care is any non-face-to-face communication with patients

- Telephone is the easiest virtual care option (please see the resources for details on how to
protect your cell number), but video calls have been shown to improve the therapeutic alliance
when compared to audio-only communication

4 Video may aid in the assessment, diagnosis, and management of complex medical concerns

- Email and SMS are insecure and vulnerable to breaches in privacy
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Collect Patient Information
Obtain patient email addresses and mobile numbers — can be delegated to your MOA
- Email is the easiest way to send appointment links and information to your patient.

Consent
Though the CMPA recommends written consent from patients regarding use of telemedicine,

verbal consent has been endorsed by Doctors of BC after consultation with the Deputy Minister
of Health.

- In the future, we can help you set-up a written consent option that fits with your workflow.
- Interested in more details? — Check out our resources

Equipment
e You will need access to a computer, tablet, or smartphone with a camera and microphone
e Web-based Virtual Care platforms run best using the internet browser Google Chrome
e Itis important to visualize both your clinic EMR and the patient video call at the same time.
This can be done by:
a. shrinking both windows and organizing them side-by-side on a single screen, OR
b. by setting up 2 separate computer screens side-by-side, OR
c. the video call can be done on a tablet, while the EMR is open on a computer
e Consider making a new email address from which you and your staff will send documents
and appointment links to patients

Etiquette
e Consider what your patient will see during the virtual visit. Is there personal information in

your background? If you use the “share screen” function, is information from other patients
open on your screen?
Be aware of who is in the room with the patient.
To avoid appearing distracted, explain to your patient what you are doing when you are
not looking at the camera (e.g. making notes in the EMR, reviewing labs)
To promote effective eye-contact look at the camera and NOT at your image on the screen
Be mindful of your movements as they can make the video choppy.

Resources

1. Vernon ICC Medical Students (Taryn, Emily, Hamish) - contact information on page 1
2. See the end of the document for additional details, links, and a review of other virtual care

options.
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Cost

Setup Time

Security
and Privacy

Pros

Cons

Ideal for...

Z00Mm

For Healthcare

*Free via IH or DoBC x 12 months

24-48 hours

- HIPAA/PIPEDA and PIPA
compliant

- Servers in Canada

- Recording and storing of info is
disabled in healthcare version

- Chosen platform by IHA

- Audio, video, and messaging

- Waiting room

- Share and annotate your screen

- Patient does not need an account
- Patients enter via an emailed
appointment link

- No file sharing

- More complicated interface

- Patients may be hesitant to use
given privacy and security breaches

Doctor looking for QUICK,
SHORT-TERM option for video
visits and who may be using Zoom
for other types of meetings.

doxy.me

Free (Basic version)
$35/month (Pro version)

10 minutes

- HIPAA/PIPEDA compliant.
- Servers in USA
- Does not store info

- Audio, video, and messaging

- Waiting room

- Quickest setup

- Easiest patient access

- Patient does not need an account
- No app needed

- Screen sharing, File transfer, and
customized waiting room (paid
version)

- Servers located in USA
- No file sharing on free version

Doctor looking for QUICK, EASY,
SHORT-TERM option for video
visits.

Step 2: Choose your Virtual Care Platform

[®]MEDEO

Virtual Care

*Free x 6 months
$99/month thereafter
$74 if using Accuro EMR

~7 days

- HIPAA/PIPEDA and PIPA
compliant.
- Servers in Canada

- Audio, video, and messaging
- Integrates with Accuro EMR
- Online booking

- Secure file-sharing

- Patient creates an account +/-
downloads app

Doctor with Accuro EMR looking for
an integrated LONGER TERM
solution.
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Zoom was chosen by the writers as the number one telemedicine platform due to its reliability,
widespread use and because it was chosen by IHA for funding.

-> Request FREE access via Interior Health (healthcare version)

Email zoom@interiorhealth.ca with the following info:
e Full name, title, specialty, and contact number
e |H email address (or call the Service Desk 1-855-242-1300 to get an IH email)
e Email address of MOA doing bookings for clinician - Interior Health email is preferred.

You will receive two emails :
1. Email from IH Zoom team with educational resources
2. Email from Zoom with link to activate account



mailto:zoom@interiorhealth.ca
mailto:zoom@interiorhealth.ca

Step-by-Step: Zoom setup

Search Mail and Peaple 0 @ New v

A Favorites Inbox
e g IH Zoom
Hello
¥ Please resend activation email Mor 1022 AM

Chris Ofivier (chris.olivier @intericrhealth.ca) has created a Zoom account for you,
se click the button below to activale your account within 30 days.

----- @ Activate Your Zoom Account

By clicking this button, you confirm that you are at least 16 years of age.

Sunday

IH Zoom
Thank you for your emasl regarding an Interior

above button does nol work for you. Copy and paste the link 1o your browser
address bar and try again

hitps Mfinterorhealth. zoom us/activate_help?code=RKMOjRnB8B2IgckNaH-22xHX

Qzoom «» Support  English +

Activate your Zoom Account
Choose the following sign in methods, and use your email address
Emily.Ertel@interiorhealth.ca to continue

Sign In With Google

Or

______ @ Sign Up with a Password

Qaoem

Welcome to Zoom

First Mame
Last Name

Fassword

Canfirm Passwond

EERET TR T S




©zoom -
Start your test meeting.
Your personal meeting url:
https:#interiorhealth.zoom.us/j/5970983438?
Qzoom =,
I
)
If nothing prompts from browser, download & run Zoom. @
If you cannot download or run the application, start from your browser.
® OO Choose ONE of the audio conference options

4

Phone Call

Computer Audio Call Me

O Join With Computer Audio

Test Speaker and Microphone ZOOI l .

-
.Automatically join audio by computer when joining a meeting [ Sign In ]




Schedule an appointment (or check out our 2 min demo video)

Zo0om

Profile Upcoming Meetings Previous Meetings Personal Meeting Room Meeting Templates
-~ —
-

Webinars i
Recordings !

| StartTime = Topic = Meeting ID
Settings I o

| ThuAere Jill Jones - Rash 643-087-367 Start || Delete
Account Profile g 100AM

| Thu, Apro Post-ap Wound assessment 829-568-826 Start || Delete
Reports |

01:00 PM
|

Profile My Meetings Schedule a Meeting

Schedule a Meeting

Time Zone (GMT-7:00) Vancouver 4

"~ Recurring meeting

Webinars
Topic @ | Jill Jones - Rash
Recordings 1
. Description (Optional) ! Enter your meeting description
Settings i
1 y
Account Profile ]
Use a template I Select a template -
Reports i
1
|
When @ | 04/09/2020 | 900 v |l am v
I
I
Dumtion _ _ -—i 0 v hr 15 ~  min
| ;
|
1
I
I
I
|

Audio () Telephone () Computer Audic @ Both

Dial from Canada  Edit

Meeting Options Enable join before host
) Mute participants upon entry (3

#' Enable waiting room &

~1 Only authenticated users can join, ’

”
rd

ra
Example: mary m .com, p edu

s
”
”

Alternative Hosts

e = = == === == =

Cancel



https://drive.google.com/file/d/1ztK8sWvdMLhgtBjtd55ZE_v6aCRAOV4w/view?usp=sharing

Meeting Irvitation
Taryn g vou oo meeting. I
Topic: S Jores - Rash I
Time: Agr 9, 2020 0900 AM Vincouver 1
Join Zoom Meeting I
Mg Sinteriorheslth room w71 71948487 '
Moeting ID: 917 394 848 |
Meeting 1D Pasvword. $28P0C I
I
For 8 sccemhl Vicus Cae sevion. pease check that vou s and video are
» Pass ‘comectly by connecting 1o the Interior Health Zoom Test ste 24 houry before '
¥ you are the test call you can 1
Invite Aiendees contact the Zoom Customer support mumber. 1-888- 7799644 option 2 ! J .Bwu‘wm
I
Ve e
Profile Upcoming Meetings Previous Meetings Personal Meeting Room Meeting Templates
Schedule a New Meeting
Webinars |
Recordi :
ordings
I Start Time = Topic = Meeting ID
Settings I EETTTRL | rre——
= Tomerrow Jeff's Red Eye 713-747-536 | start || Delete |
12:30 AM
Tomorrow Jill Jones - Rash 917-394-848 | Start || Delete |
09:00 AM
Tomorrow Post-op Wound assessment 829-568-828 | Start || Delete |
01:00 PM
Tomorrow Jeniffer's bump 764-061-322 | Start || Delete |
02:00 PM
Start appointment
Profile Upcoming Meetings Previous Meetings Personal Meeting Room Meeting Templates
Schedule a New Meeting
Webinars |
Recordi I
ordings
| Start Time = Topic + Mesting ID
Settings ! ! r
e Tomorrow Jeff's Red Eye 713-747-536 | start || Delete |
12:30 AM |
> ——
Tomorrow Jill Jones - Rash 917-394-848 | start || Delete |
09:00 AM
Tomorrow Post-op Wound assessment 829-568-828 | Start || Delete |
01:00 PM o
Tomorrow Jeniffer's bump 764-061-322 | Start || Delete |
02:00 PM




Open zoom.us?
200' l l https://zoom.us wants to open this application.

Cancel Open zoom.us

Click “Open zoom.us” to

open the Zoom app
OR

Click “start from your

browser”

Please click Open zoom.us if you see the system dialog.

If nothing prompts from browser, click here to launch the meeting, or download & ryn Zoom.

f you cannot download or run the application, start from your browser.

1 Waiting

You will be notified when the
patient has arrived.

Click “Admit” to start the call or
click “See waiting room” to

Turn on your audio and open up the right sidebar.

video by clicking on
the microphone and
the camera icons.

Jill Jones has entered the waiting
room for this meeting
 admit

Mute All

Jin Jones (Guest)  ([FFRED [ Remove

1 In-meeting

ssage

P9 Taryn Zabolotniuk (Hgst, me)

Unmute All More v

Mute your microphone
or stop your video Start a secure chat or share your screen

] a8t [ 8 . -]

Stop Video Security Participants Chat Share Screen Palling Reactions

Control bar during calls

Click here to end the call



doxy.me

doxy.me also offers paid subscriptions with added features: customize your waiting room, transfer
files (i.e. Rx’s, lab reqgs), share your screen, and send emails/texts from the program. You can
easily upgrade your subscription after you sign up for the free version.

Step-by-Step: doxy.me setup (free version)

1) Start at the doxy.me website: https://doxy.me.

doxy.me Home  For Patients For Provider For Clinics Pricing Sign in

2] I'ma Provider

The simple, free, and g :

s : =2 ud
secure telemedicine Lot

~7 Click “Sign up for
. free”, then “I'm a
personal room and start practicing telemedicine today. PrOVider”

)
3 :
\
‘ - [ )J
° Watch our Video

solution.®

We've made telemedicine simple and easy for you. Create your

— * )
?
Sign Up
Choose a name that is
simple and easy to
remember (e.g. DrX).
No punctuation or spaces.
¥ lam using Doxy.me as a healthcare provider, not a
8 oo o B coRs
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https://doxy.me/

1- doxy.me Click “Turn on webcam”

= Welcome, Ms. Ertel! A pop up will ask for
access to your microphone

9 = : and camera

Tom Smith

Invite patients via sharing your
Waiting Room Link

- by clicking “Copy” and emailing it
- by putting the link on your website
- by MOA saying the URL over the
phone

Patients waiting for
their appointment will
appear here under
“PATIENT QUEUE”

‘I doxy.me

PATIENT QUEVE

*i Jill Jones. :

ACCOUNT

Welcome, Ms. Ertel!

¥ Your Dashboard

Start call by hovering
mouse over patient’s name
in the patient queue.

Click “Start Call”

Send Tom Smith & message.

PAUSE: Temporarily stop the SCULCUEELN |1 ANG-UP: Ends the call, patient
video and put patient back in CULOERCETIER S does not go back into waiting room.

waiting room

11



Step 3: Determine Office Workflow

Unfortunately, as it will depend on your EMR,
location (office or home), access to admin staff, patient population, etc.
o Here are some things to consider:
®  When booking patients, ask for their email address OR provide them with
your unique Waiting Room URL for doxy.me.
® Consider sending out a generic email to all patients with information about
your chosen platform (doxy.me flyer or Zoom pt setup or DoBC editable
document)
o Please reach out to the medical students (contact information on the first page) to discuss
any roadblocks you are facing in your workflow and we will find you the answers you need!

Other things we can help you with:
- EMR templates and specific workflow issues
- Setting up an email account that can broadcast information to all your patients
- Remote faxing options
- Phone forwarding options
- Secure texting options
- Finding the best telemedicine platform for you

12


https://drive.google.com/file/d/1cGVgs-acuTN0QE78a3Tk-bbFKZuBk0p2/view
http://www.phsa.ca/Documents/Trauma-Services/Zoom%20Patient%20Join%20a%20VH%20Visit%20Computer_200326.docx%5b1%5d.pdf
https://www.doctorsofbc.ca/sites/default/files/virtual_care_transition_poster_for_clinics_rev_id_322598_0.docx
https://www.doctorsofbc.ca/sites/default/files/virtual_care_transition_poster_for_clinics_rev_id_322598_0.docx

How to hide your cell phone number

*This will allow your number to come up as “NO CALLER ID” when calling patients from your
personal cell. Tip: some patients won’t answer a call with no caller ID, so try leaving a message
and letting them know you will try them again in 5-10min. They will usually answer the second
call.

il TELUS LTE 3:50 PM @© 88% @m

Single Call #31# (250) 310-0001

- Dial #31 # followed by the number you want to dial

ALL Calls

iPhone :
1. Tap on “Settings” icon
2. Tapon - “Phone”

-y
3. Tap “Show My Caller ID”

4. Toggle ) —

Android:

1. Tap @ on “Settings” icon or by pulling down notification bar at the top of screen

2. Scroll down and tap“CaII” under “Device” header

3. Tap “Voice call’
4. Tap “Additional settings”
5. Tap “Caller ID". A pop-up will appear

6. Tap “Hide number”

13



Other Virtual Care Options Review

Other Software Options

OncCall $99 OnCall Health is a Canadian platform that incorporates secure video, text, file Demo:
sharing, and screen sharing. Once a patient’s email address is entered into the https://www.youtube.com/

Health program and an appointment is scheduled, OnCall Health takes care of the rest - watch?v=E61Pd19TCyk&
helping patients get setup, sending appointment reminders, and troubleshooting any feature=youtu.be
issues with the patient. Like Zoom it operates through a video client download. The
current estimated wait-time for setup is 2-3 days. Contact: Ross Dixon
PIPEDA compliant. Prompts patients to fill in forms prior to visit - consent, PHQ9, etc. | 416-854-4451

Synaptek $50 Synaptek is a virtual office assistant software based out of Victoria, BC. Its features Contact:
include a sophisticated video telemedicine platform with an online waiting room, file Dr. Govender

Negotiable for sharing and secure patient messaging. It can also perform numerous other functions sundren@synaptek.ca
larger groups to improve office productivity such as patient reminders, online booking, mass patient
messaging, and more. The current estimated wait-time for setup is 1-2 days. Website:
https://www.synaptek.ca/
Synaptek may be best for providers hoping to utilize the benefits of a virtual office
assistant in addition to its telemedicine platform.
Notes: Patient must make an account.

Signa| Free Signal is an open-source software that emphasizes its secure and encrypted Website:
messaging service. It is an app that can be downloaded onto any iOS or Android https://signal.org/
device linked to a phone number. Once registered with a phone number it can be
used on a desktop. The app provides secure video, messaging, and file/photo Burner number:
sharing between users. Physicians can use it to communicate and video-conference https://www.burnerapp.co
securely with their patients. m/

Notes: If physicians do not wish to share their phone number with patients they must
use an alternate number, or a “burner” number for $5/mo.

VSee $49 VSee is a telehealth platform that offers many features. This is suited for providers https://vsee.com/clinic/
who are looking for a long-term telehealth option and a “virtual clinic”. Here, you are
able to meet with 1 or more patient(s) at a time, share/annotate your screen and send
pictures via the secure text chat feature. It also offers a live stream of otoscopes and
dermatoscopes. E-prescriptions are possible, and patients can easily book follow-up
appointments.

Notes: VSee can be accessed by providers via the web or app. Patients join the
waiting room by email or web. Unknown how long it would take to set up this
platform.

VSee has a free clinic option that allows you to do basic video conferencing by
emailing a patient the link to your virtual clinic. This option is comparable to doxy.me
or zoom, but in our experience has lower quality video.

VirtualCare | Paid VirtualCare is a video telemedicine platform created by Think Research and based https://www.thinkresearch
out of Ontario. The platform includes features such as secure video, messaging, file .com/ca/products/virtualca
sharing, and analytics which enable reporting and data visualization. Physicians are re/
able to send prescriptions, lab and imaging requests, and to document visit notes
through the software. It can also be used on iOS or Android devices.

Notes: VirtualCare is a popular option in Ontario.

Webex Free Webex is a free, secure video-based platform. Its website offers clear instructions on https://www.webex.com/w
the program'’s functions. Providers and patients may access Webex via the web or ebexremotehealth.html
app. Screen sharing is possible, as well as the ability to annotate your shared screen.

Note: Patients must create an account. There is no patient waiting room so the
patient can only enter the meeting once the provider has started the call.
WelTel Free WelTel is a Canadian text based program that is in partnership with UBC and DoBC. https://covid.weltelhealth.

Its main purpose is to send weekly text messages to check in on patients, but also
has video conferencing capabilities. This may be helpful for providers looking to
quickly connect with patients for check ins, and is particularly useful for patients in
quarantine or in more rural/remote areas with poor wifi service.

WelTel is secure and encrypted.

com/covid19#Contact%20
Me

14



https://www.youtube.com/watch?v=E61Pd19TCyk&feature=youtu.be
https://www.youtube.com/watch?v=E61Pd19TCyk&feature=youtu.be
https://www.youtube.com/watch?v=E61Pd19TCyk&feature=youtu.be
mailto:sundren@synaptek.ca
https://www.synaptek.ca/
https://signal.org/
https://www.burnerapp.com/
https://www.burnerapp.com/
https://vsee.com/clinic/
https://www.thinkresearch.com/ca/products/virtualcare/
https://www.thinkresearch.com/ca/products/virtualcare/
https://www.thinkresearch.com/ca/products/virtualcare/
https://www.webex.com/webexremotehealth.html
https://www.webex.com/webexremotehealth.html
https://covid.weltelhealth.com/covid19#Contact%20Me
https://covid.weltelhealth.com/covid19#Contact%20Me
https://covid.weltelhealth.com/covid19#Contact%20Me

Doctors Technology Office Resources

Doctors Technology Office has resources for Virtual Care that are important to read before getting
started. Please click the following links to learn more:

Virtual Care Quick Start Guide

Virtual Care Toolkit

Videoconferencing Guide: Privacy and Security Considerations
GP Billings and Incentives + Specialists’ Telehealth Billing Codes
Doctors of BC Temporary Billing Changes - Covid-19

Patient FAQs

A 2 2 2 2 2

Zoom PHSA How-To Documents

e Physician
o How to start an instant/impromptu appointment
o How to start an appointment on smartphone app

e MOA
o How to book an appointment on behalf of doctor

e Patient
o Patient Notification info re: privacy, security, and risks
o Join a Virtual Health Visit from a computer
o Join a Virtual Health Visit from a smartphone or tablet

(For the most up-to date versions please click here)

IH COVID-19 information update from March 23, 2020
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https://www.doctorsofbc.ca/resource-centre/physicians/doctors-technology-office-dto/health-technology-resources#tab-0-2
https://mfiles.doctorsofbc.ca/SharedLinks.aspx?accesskey=44514cc2d8ecc6e0b08349ccde178ca0829129352b79eef3cdb77034732aea54&VaultGUID=D43316D7-A660-4C25-A7F3-285FB47DAEC5
https://mfiles.doctorsofbc.ca/SharedLinks.aspx?accesskey=0fb37be366f7d872e6e7baa0f4c0257b53877b239fdafabbb0057b2be382824b&VaultGUID=D43316D7-A660-4C25-A7F3-285FB47DAEC5
https://www.doctorsofbc.ca/sites/default/files/dto-guide-videoconferencing_-_privacy_and_security_considerations.pdf
https://www.doctorsofbc.ca/sites/default/files/vc_guide_fee_codes_gp_patient.pdf
https://www.doctorsofbc.ca/sites/default/files/telehealth_fees_-_by_section_id_322013.pdf
https://www.doctorsofbc.ca/news/covid-19-temporary-billing-changes
https://mfiles.doctorsofbc.ca/SharedLinks.aspx?accesskey=dfcf25a03d4090d592cbcaaabbafc1c3097ddb1ecde86c4cacea84a3644c5211&VaultGUID=D43316D7-A660-4C25-A7F3-285FB47DAEC5
http://www.phsa.ca/Documents/Trauma-Services/Zoom%20Patient%20Join%20a%20VH%20Visit%20Computer_200323%5b1%5d.pdf
http://www.phsa.ca/Documents/Trauma-Services/Zoom%20Provider%20Start%20a%20VH%20Visit%20Mobile%20App_200323%5b1%5d.pdf
http://www.phsa.ca/Documents/Trauma-Services/Zoom%20Clerk%20Schedule%20VH%20Visit%20on%20Behalf%20of%20Provider_200323%5b1%5d.pdf
http://www.phsa.ca/Documents/Trauma-Services/Toolkit_appendix_notification.docx%20-%20Copy.pdf
http://www.phsa.ca/Documents/Trauma-Services/Zoom%20Patient%20Join%20a%20VH%20Visit%20Computer_200323%5b1%5d.pdf
http://www.phsa.ca/Documents/Trauma-Services/Zoom%20Patient%20Join%20a%20VH%20Visit%20Smartphone%20Tablet_200323%5b1%5d.pdf
http://www.phsa.ca/health-professionals/professional-resources/office-of-virtual-health/covid-19-virtual-health-toolkit/zoom
https://drive.google.com/file/d/1M8pQMtcH4YKaL_oiHNC-YTzoVuSxlIAN/view?usp=sharing

More on Consent

Key Points:

Based on information from various teleconference sessions, implied consent is adequate at
this juncture. However, verbal and/or written consent from patients, when possible, is preferred.

Carol Rimmer, Director of Technology & Operations at DoBC, said the following in a DTO
teleconference on March 26th (quote confirmed by Rimmer):

In a follow-up email with her, she added:

Written Consent

Verbal Consent

Paper Form

- CMPA Example can be emailed to patients, signed and
emailed back

Online Form

- Google Form Template adapted from the CMPA

example can be set up for your practice and responses
emailed to your office email.

- Contact one of the medical students (contact
information on first page) to set it up for you

Document in chart:

Upload the signed form to EMR
OR

Write in Visit Note:

“Informed written consent was obtained from this patient to
communicate and provide care using virtual and other
telecommunications tools. This patient has read the risks related to
unauthorized disclosure or interception of personal health
information and steps they can take to help protect their
information. We have discussed that care provided through video
or audio communication cannot replace the need for physical
examination or an in person visit for some disorders or urgent
problems and the patient understands the need to seek urgent care
in an Emergency Department as necessary.”

OR

“After a reading about the risks, benefits, and alternatives, the
patient provided written consent to proceed with telemedicine.”

OR

“Informed written consent obtained”

Verbal consent phrases developed by CMPA (see DTO

-3)
- Can be delegated to MOA when booking

“Just like online shopping or email, Virtual Care has some
inherent privacy and security risks that your health information
may be intercepted or unintentionally disclosed. We want to
make sure you understand this before we proceed. In order to
improve privacy and confidentiality, you should also take steps
to participate in this virtual care encounter in a private setting
and use your own devices for further protection. If it is
determined you require a physical exam you may still need to be
assessed in person. You should also understand that virtual
care is not a substitute for attending the Emergency Department
if urgent care is needed. Are you ok to continue?”

Document in chart:

“Informed verbal consent was obtained from this patient to
communicate and provide care using virtual and other
telecommunications tools. The risks associated have been
explained and how they can protect their information. We
discussed that care provided via telemedicine cannot replace
the need for physical examination or an in person visit for some
concerns and the patient understands the need to seek urgent
care in an Emergency Department as necessary.”

OR

“After a discussion of risks, benefits, and alternatives, the patient
provided verbal consent to proceed with telemedicine.”

OR

“Informed verbal consent obtained”

Last updated: May 22, 2020
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https://www.cmpa-acpm.ca/static-assets/pdf/advice-and-publications/risk-management-toolbox/com_16_consent_to_use_electronic_communication_form-e.pdf
https://docs.google.com/forms/d/1ZWcHjrHETFPUNTptxuW_z7qJRb6bxTVXrD9BMkYWpIk/edit?usp=sharing
https://www.doctorsofbc.ca/sites/default/files/dto_virtual_care_toolkit.pdf
https://www.doctorsofbc.ca/sites/default/files/dto_virtual_care_toolkit.pdf

