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TWO-FACTOR AUTHENTICATION:
How to Enter Identity Verification Information into Staff Directory

IH employees who wish to access i-Site, i-Learn, IH Webmail or IH Anywhere from outside the Interior Health
network (e.g., at home, in a hotel, on vacation, etc.) will need to register for two-factor authentication. To register,
you must edit your profile in the IH Staff Directory (detailed instructions below).

As part of this process, you will be prompted to provide either a non-IH email address or a cell phone number and
associated cell provider as your identity verification information. Once you have updated Staff Directory with this
new information, you will be prompted to provide a 6-digit passcode each time you access i-Site, i-Learn, IH
Webmail, or IH Anywhere externally. This passcode will be emailed or texted to you based on the information you
provide in the Staff Directory.
* Please Note: The two-factor security information you provide (personal email or cell information)
can only be viewed by you in your own profile and is used only for two-factor authentication
purposes.

How to Enter Your Two-Factor Authentication Information in the IH Staff Directory

Note:
e Based on your preferred choice for receiving your two-factor passcode while you are outside the IH network,
you can enter a personal email and/or cell phone information. You are not required to enter both.
e If you enter both email and cell information you will prompted which one to use each time you access i-Site,
i-Learn or IH Webmail from outside the IH network.
= Texting: If you enter cell information, the passcode will be texted to you. You will need to have
texting set up through your cell phone plan, and any associated text charges would apply. IH cell
phones or personal cell phones can be used for two-factor authentication.
= Email: As IH Webmail also requires a passcode when accessed externally, the passcode cannot be
emailed to your IH email address. As a result, the email address you provide cannot be an Interior
Health email address.
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Search for an Employee

Use one or more of the search fields to locate an employee. Filing in 2l fields is not required.

Last Name: I— First Narme: I— Mnemonic: I—
Title: I— Phone: I—

Worksite: | p Lookup

Department: | ,D Lookup

Search | Clear | M Limit search results to 100 employees
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Click Edit Profile.
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Click Save
Changes.

Click Help or Learn
more to be directed
to additional
information.

Personal Information

No Mnemonic:  Mnemonic
Job Code: HEU .
PhOtO Company: Interior Health Autharity
g Department:
Aval Iab‘e Manager: &
Assistant:
: Phone: 1-250-555-1234
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| Google Map
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Identity Verification for Two-Factor Security & Hzlp
This information is used for two-factor suthentication and is onby visible to you and authorized IMIT staf

2505554321 * Cell number format (3-aom-3000)

Eell hd

Non-IH Ema [test@email.com
* These fields are updated sutomatically for employees
Szve Changes

Once you have updated these fields in Staff Directory, you will be prompted to provide a 6-digit passcode each time
you access i-Site, i-Learn, IH Webmail or IH Anywhere externally (i.e., not on the IH network).

Learn more at http://insidenet.interiorhealth.ca/projects/2factor

Page | 3

IH Help Desk: 1-855-242-1300




